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Cyberattacks and cybercrimes: 
The new risks to global security

Draft resolution submitted by the co-Rapporteurs
Mr. J. Cepeda (Spain) and Ms. S. Falaknaz (United Arab Emirates)

	The 146th Assembly of the Inter-Parliamentary Union, 
(1)	Condemning all forms of cybercrime and cyberattacks and reaffirming the need to combat such acts through international cooperation and the development of effective legal frameworks,

(2)	Recognizing the need to build trust between countries in response to cybercriminals, who recognize neither boundaries nor borders,

(3)	Observing the growing dependence on cyberspace among individuals, institutions and States,

(4)	Cognizant of the increase in cybercrime and cyberattacks due to increasing digitalization, especially the forced digitalization imposed by the COVID-19 pandemic,

(5)	Noting the responsibility of parliaments to protect citizens in cyberspace with new infrastructure and resources, in the same way as in the physical world,

(6)	Recalling United Nations General Assembly resolution 31/72 of 10 December 1976 on the Convention on the Prohibition of Military or Any Other Hostile Use of Environmental Modification Techniques, resolutions 55/63 of 4 December 2000 and 56/121 of 19 December 2001 on Combating the criminal misuse of information technologies, resolution 57/239 of 31 January 2003 on the Creation of a global culture of cybersecurity, and resolution 69/28 of 2 December 2014 on Developments in the field of information and telecommunications in the context of international security,

(7)	Stressing the importance of regional conventions on cybercrime, transnational organized crime, exchange of information and administrative assistance, including the Council of Europe Convention on Cybercrime of 23 November 2001 and its Additional Protocol concerning the criminalisation of acts of a racist and xenophobic nature committed through computer systems of 28 January 2003, the Agreement on Cooperation in Ensuring International Information Security between the Member States of the Shanghai Cooperation Organization of 16 June 2009, and the Arab Convention on Combating Information Technology Offences of 21 December 2010,

(8)	Recalling the IPU’s work on the various new risks faced by our increasingly digitized societies, including the IPU resolutions Cyber warfare: A serious threat to peace and global security (adopted at the 132nd Assembly, Hanoi, 1 April 2015), and Legislation worldwide to combat online child sexual exploitation and abuse (adopted at the 143rd Assembly, Madrid, 30 November 2021), which also recalls the Council of Europe Convention on the Protection of Children against Sexual Exploitation and Sexual Abuse (the “Lanzarote Convention”) of 25 October 2007,
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(9)	Expressing concern about the lack of universal legal instruments for the suppression of cybercrime and cyberattacks,

(10)	Commending the efforts of the United Nations to enact, through General Assembly resolution 74/247 of 27 December 2019, a comprehensive international convention on countering the use of information and communications technologies for criminal purposes, and welcoming the creation of an ad hoc committee charged with drafting this convention,

(11)	Welcoming the participation of the IPU in the multi-stakeholder consultation process of that ad hoc committee in order to ensure that the voice of parliaments is heard,

(12)	Noting the need for a comprehensive and global approach to the issue of cybercrime and cyberattacks, including through the development of an international legal framework to address cybercrime and cyberattacks and their serious consequences for citizens and to protect global peace, security and economic stability,

(13)	Recognizing the urgent need for legislators and governments to take more proactive national steps to combat cybercrime and cyberattacks, given their renewed intensity and rapidly evolving nature,

(14)	Recognizing also the need for common, international parliamentary action to provide a protective shield for citizens, governments and States, which are all stakeholders in this task,

(15)	Acknowledging that women, young people and children are the most vulnerable and suffer the greatest aggressions on the internet, and are personally, socially, culturally and economically affected by cybercriminals,

(16)	Noting the nature of the threats and risks of transnational cybercrime and cyberattacks to international peace and security, and the tremendous developments in cyberspace, as a result of which the methods used by cybercriminals are becoming increasingly sophisticated,

(17)	Noting also that cybercrime and cyberattacks encompass not only attacks on information and communications technologies (ICTs), breaches of privacy, and the creation and deployment of malware, but also attacks on critical national infrastructure, as well as other acts that can occur offline and be facilitated by ICTs, including online fraud, drug purchases, money-laundering, hate crimes, propaganda, extremist indoctrination, and the sexual exploitation of women and children via the internet – all of which negatively affect global security and economic stability,

(18)	Considering that most national laws were enacted long before cybercrime and cyberattacks arose and therefore do not always adequately address these threats,

1.	Calls upon the international community, through the United Nations, to adopt common global definitions of cybercrime and cyberattacks that include every variation of such acts and the acts they may facilitate;

2.	Encourages parliaments to call upon their governments to support the efforts of the United Nations to enact a new convention on cybercrime by participating actively in its drafting;

3.	Urges parliaments and their governments to convey the need to include, in the convention, comprehensive definitions of cybercrime and cyberattacks, along with mechanisms supporting international cooperation to combat cybercrime and cyberattacks;

4.	Invites parliaments and their governments to use this convention, once adopted, as a means to strengthen national legislation and to increase international cooperation to combat cybercrime and cyberattacks;

5.	Calls upon parliaments to enact new legislation on cybercrime and cyberattacks, considering the ongoing increase in the scale and frequency of such acts and their implications for international peace and security and global economic stability;

6.	Encourages parliaments to make full use of their oversight function to ensure that governments have the tools to control the rapid increase in cybercrime and cyberattacks and to protect the digital security, identity, privacy and data of citizens, especially the most vulnerable;

7.	Strongly recommends that parliaments establish legislative frameworks aimed at protecting the infrastructure that supports the internet, in particular submarine cables, satellite networks and critical internet services, as well as large public and private data centres providing cloud services, which in turn should exchange information on cyber incidents, in real time, through relevant national and supranational bodies;

8.	Encourages parliaments to promote a secure cyberspace by calling on their governments to cooperate in stopping cybercrime and cybercriminals, to respond to requests for assistance, if possible in real time, to secure the supply chain of companies in their countries, to report on potential vulnerabilities to third parties to assist them in preventing future incidents, and in particular to support and protect all cyber incident response teams within and beyond their borders;

9.	Also encourages parliaments to draft legislation promoting cross-cutting cybersecurity services that prioritize prevention (awareness-raising, auditing and training), incident detection (24 hours a day, 7 days a week), and an instant and efficient response to cyber threats;

10.	Recommends that parliaments establish relevant institutions and bodies – such as national cybersecurity centres, computer emergency response teams, computer security incident response teams and security operations centres – where these do not already exist in their country;

11.	Also recommends that all parliaments ensure that such institutions and bodies have adequate budgetary resources and specialized personnel to allow for an agile and effective response to cyberattacks and to protect critical infrastructure, public institutions, companies and citizens;

12.	Urges parliaments to promote international coordination between such institutions and bodies and the creation of a global security operations centre, under the auspices of the United Nations, in order to constantly monitor, prevent, detect, investigate and respond to cyber threats;

13.	Recommends that such an entity support all States, and especially those with fewer resources, in developing action and response capabilities, in sharing intelligence, knowledge and research in anticipation of future technology-related challenges such as quantum computing, 5G, the metaverse and artificial intelligence, and in raising the alarm should the Universal Declaration of Human Rights be violated in any circumstances;

14.	Calls upon parliaments to encourage investment in research and development, incorporating into the design of each project specific cybersecurity provisions, with appropriate budget allocation, in order to anticipate and protect against possible emerging cyber threats;

15.	Encourages parliaments to partner with industry, academia and all other stakeholders, including civil society, in order to foster a strong and collaborative cybersecurity ecosystem;

16.	Also encourages parliaments to develop legislative spaces where parliaments, governments, companies, academia and civil society can cooperate in real time in order to defend the general interests of all States;

17.	Calls upon parliaments and parliamentarians to actively engage in promoting a shared, up-to-date national understanding of the nature of cybercrime and cyberattacks as experienced by citizens, organizations and institutions;

18.	Urges parliaments to help foster a true “culture of cybersecurity” by developing educational curricula focused on training future generations, from childhood onwards, in the correct use of technological devices, covering both the great opportunities they present and the serious risks they pose;

19.	Recommends that parliaments broaden protections for women, young people and other vulnerable groups in cyberspace, taking respect for human rights and the prevention of gender-based violence into account in the development of educational policies on the use of social media;

20.	Urges parliaments to take the necessary action to protect critical moments in democracy, and especially those periods when citizens exercise their right to vote, in order to avoid attacks and interferences that seek to influence, change or violate the free formation of public opinion during the electoral process;

21.	Calls upon the international community to take action to protect democracy by ensuring that all parliaments worldwide, as institutions representing the will of the people, are afforded special protection through their inclusion in lists of critical national infrastructure and essential services;

22.	Calls upon parliaments to deepen their understanding of the complex and rapid nature of cybercrime and cyberattacks by holding specialized seminars, workshops and conferences on this subject;

23.	Invites the IPU Secretariat, in partnership with other relevant organizations, to promote this new vision of cybersecurity by supporting parliaments in their capacity-building endeavours;

24.	Recommends that the IPU, as the global organization of parliaments, play a leading role in international internet governance and cyber resilience by participating in all relevant international forums, including those led by the United Nations, with a view to ensuring that the voice of parliaments is heard, in order to anticipate, prepare for, resist, respond to and recover from any cyber threat to the security, livelihood or way of life of the people.
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